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KAK BE3ONACHO OBLUATLCS B COLUUAJIbHbIX CETAX

O1a namaTka nomoxeT Tebe BesonacHo obLATLCA B COLMAIbHBIX CETAX

CUIJ.HCIIIHHBIE CEeTH AKTHEHO BXOOAT B HOWY XW3Hb, MHOMWE N0OX PUGDTCIIDT H HHMBYT TaAM

NOCTOAHHO, 4 B Facebook YXe 3apervcTpupoBeaH mMnnuapn 4Yenoeek, 4To ABNAETCA GAHOE

EEAHMDE BCEX XMTenen nnaHetsl. MHOrMe none3osarenu He NMOHHUMAKT, 4YTO I-I"IH¢'I:I|:'IJ\.l'.ﬂLl,l--‘lilJr

pazmelleHHAas MMH B COUMOANBHBIX CeTaXx, MOXeT BbiTh HDﬁﬂ.’EHI:I H HMCNONE3OBAOHA Kem

¥YrogHo, B TOM YHcne He obszarensHo ¢ Bnarmmm HOMEPEHHWAMM.
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CoseTtbl NO GEEOHHCHDMY DGH.I‘EHHI'G B COLMAONDbHBIX CETAX

OrpaHuubs cnucok apysei. Y Teba B Apy3bax He AONXKHO ObITh CNYyYaMHBIX M
HEe3HOKOMBIX NIOAEH.

3awmwai cBOKO 4acTHYIo XM3Hb. He ykaseiBai naponw, TenedoHsl, anpeca, aarty
TBOEro POXAGHWA M APYrY NMYHYI0 MHPOPMAUMIO. 3NOYMBILNEHHHUKM MOTYT
MCNONb30BATL AOXE WHPOPMALMIO O TOM, KAK Thl M TBOW POAWMTENM NMNAHMpYeTe
NPOBECTH KAHMKY b,

3awmwan cCEO0 penyTauMio — AepXMu ee B YMCToTe M 3aaaBai cebe Bonpoc: xoTen
Bbl Tbl, 4TOBBI ApyrMe nonb3osarend BuAenw, u4To Thl 3arpyxaews? [logyman,
npexae 4em YTo-TO onyBNMKOBATL, HANMCATE M 3Arpy3MThb.

Ecnu Tel roBopuwb C NioabMKM, KOTOPbIX HE 3HOELWb, HE MCNONbL3YH CBOe PeanbHoe
MMAR M APYTYI0 AWYHYIO MHPOPMALMM: MMA, MECTO XMTenbCTBa, Mecto y4ebb u
npouee.

Maberan pasmewteHms dpotorpacdmi B MHTEPHETE, rae Thl M30DPaXeH HO MECTHOCTH,
MO KOTOPOM MOXHO ONMPEeAeNn1TE TEOe MECTOMNONOXEHHE.

ﬂpm PerMcTpaumm e COLI.HElﬂhHDﬁ CEeTH HEOEXOAHMG HCNONB3IOBATE CNOXHBIE NAPONH,
COCTOALUME M3 S}I'KB H LI,HdJP M C KONMYECTBOM 3HAKOB He MeHee 8.

Ons coumanbHOM cetH, NoYTbl M APYrMX CAMTOB HEOBXOAMMO MCNONL3OBATE PA3HBIE
naponu. Toraa ecnu Tebs B3NOMAIOT, TO 3NOYMBILNEHHWKM MOAYHYAT AOCTYN TONBKO K
OAHOMY MECTY, 0 He BO BCEM Cpas3y.
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KAK BE3ONACHO NOJIb30OBATLCA
CMAPT®OHOM, NJIAHLLUETOM

Ira namatka nomoxet Tebe bezonacHo NONbL30BATECA MOBMNBHBIMM }"CTPGECTEGMH

Cmaprdonsl M nnoHwersl cogepxatr B cebe B3pocnsid GYHKUMOHAN M MOTyT
KOHKYPHMPOBQTh €O CTAUMOHOPHBIMM komnbioTepamu. OpHako cpepcTs 3awmTel ans
noaobHeIX YCTPOHCTE NOKa Mano. TeCTHPOBAHME M NOMCK YA3BMMOCTEH B HUX NPOMCXOAMT
He Tak uHTeHcHBeHo, kak ans MK, To xe camoe kacaetcs M MOBMNBLHBIX NPUNOXEHWH.

CospemeHHblie moBunbHble Bpaysepbl yXe NPAKTM4ECKM AOTHANM HACTOMbHbIE CQHANOrM,
OAHAKO pacwupeHue $GyHKUMOHANa Bne4er 3a coboi Bonbwyio CNOXHOCTE U MEHBLUYHO
3awmweHHocTe. [laneko He Bce NPOM3BOAMTENM BbINYCKAIOT OOHOBNEHMS, 3aKPbIBAIOLME

KpUTHYEeCKMe YAIBMMOCTH ONA CEOMX YCTPDI:ICI'B.

CoseTbl NO GEROI"ICI:HOM}" MUCMOMb30BAHUIO MOBUAbHBIX YtTpﬂﬁﬂTB

Huuero He sensetca no-Hacroswemy GecnnatHeim. Byae octropoxeH, eegs Korga
tebe npegnaraoT GecnNaTHLIM KOHTEHT, B HEM MOTYT BbiTh CKpPbITb KOKWME-TO NAATHbIE
YCnyrm.

Oyman, npexne 4yem otnpaBuTe SMS, ¢doto mnu Braeo. Tel TOYHO 3HOELWDb, FAE OHM
BynyT B KOHEYHOM MTOrE?

Heobxoprmo 0BHOBNATE ONEPALMOHHYIO CUCTEMY TBOEro cMapThOoHa.
Mcnone3yi QHTHBMPYCHBIE NPOrPamMMBl AN MOBKUnbHbIX TeneGoHOR.

He SGFP}I"JKEI:‘I npHNoXeHMa OT HEM3BECTHONO MCTOYHMKO, B0k OHM MOTYT COOEPXATE
EpefoHOCHOE NporpamMmHoe obecneveHue.

Mocne Toro kak Tl BbIMAELWL C CAWTA, FAE BEOAMN NMYHYIO MHGOPMALMIO, 3AMAM B
HacTpoiku Bpay3epa u yaanu cookies.

ﬂepuanuqa:m I'IPDBEPHﬁF KaQKuMe NNdTHeie YCnyTH QKTMEMPOEBOHLI HO TEOEM HOMEPE.

,uﬂBﬂI:l CBOM HOMED mobuneHoro TEﬂEd)DHU TOABKO NKOAAM, KOTOPBIX Tkl 3HOEWb M
KoMy OOoBepRellb.

Bluetooth ponxeH 6biTe BhIKNIOYEH, KOTAQ Thl MM He nonb3yewscd. He 3abwieain
WHOrAd NPOBEPATHL 3TO.
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KAK BE3OMNACHO UTPATb ONLINE

Sra namatka nomoxeT Tebe BesonacHo HrpaTe B HHTEPHETE

Online-urpel — 3To KpacoyHble, 3aXBATHIBAIOWME pA3ENeYeHHs, obbeauHAIOWME COTHM
ThiCAY YENoBeK No Bcemy mupy. Mrpokn uccnepyloT aaHHbIM MM MMp, obwaiotes gpyr ¢
APYTOM, BbIMONHAIOT 30AQHMA, CPAXAKTCA C MOHCTPAMM M MOAYYQOT onbiT. 3a
YOOBONLCTBME OHM MNAATAT: NOKYNAIOT AMCK, onna4yxeaoT aboHemeHT unm npuobperaior
KOKHe-TO OMNUMM.

Bce atu cpepctea MayT HaO nogpepXaHMe M PA3BMTME Mrpbl, @ Takxe Ha BeszonacHocTs:
COBEPLUEHCTBYIOTCA CMCTEMbl CBTOPM3AUMM, BLIMYCKAIOTCA HOBbie natyM (undposbie
3aNNATKK AN NPOrPAMM), 30KPLIBAKOTCA YAZBMMOCTH CEPBEpOB.

B nopoBHeix Mrpax CTOMT onacatbcs HE CTONLKO CBOMX COMEPHHMKOB, CKOMBKO KPOXM

TEOEro napons, Ha KOTOPOM OCHOBAQHA CHCTema AETOPM3duMK BonbWMHCTEA Hrp.

MprI 3ALUMTbI TBOEINo MIrPOBOIN0 OKKAyHTAQ

Ecnu gpyron urpok seger cebs nnoxo munu cospaet Tebe HeNpUATHOCTH, 3aBNOKMpPYH
ero B CMMCKe MrPOKOB.

ﬂaxnn}rﬁcn agMHUHHUCTRPATOPpOM MWIPRI HAG NNOXoe noeegeHWe 3Toro MWrpokKa,
¥enareneHo NpUNoXKWTeE KaKHe-TO OKA3ATen:LCTEA B BMOE CKPHUHOE.

He ykasbieai nMuryo nHpopmaumMio 8 npodamne 1rpsl.

YBaxaK gpyr1x y4acTHMKOB Mo Mrpe.

He }I'CTEHGBHHBEI:‘I HECItlJHLI.HEIﬂhHHE nartdv 1 MOo0el.

Mcnonb3yi cnoxHble M pa3Hble NApOnM.

,uEI)KE BO EPE&MA MIPpel HE CTOMT OTKNKOYATE AHTHMEMPYC. MNoka Twi Mrpaellb, TBOM
KOMNBOTED MOTYT 3APA3MTE.
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KAK 3ALLLUTUTHCA OT KOMINMbBIOTEPHLIX BUPYCOB

Irta namatka nomoxer tebe besonacHo HOXOOMTECA B CETH

KomnbloTepHblid BUPYC — 3TO NPOrpamMma, OTAMYMTENBHOM OCOBEHHOCTBIO KOTOPOM
ABNsieTca cnocobHocTek K pa3MHOXEeHWo. Bupycel MoOryT noBpeguTe WAM NONHOCTBIO
YHUYTOXMTb BCe Gainel M AQHHbIE, NOAKOHTPONbLHBIE NONb3OBATENIO, OT UMEHHM KOTOPOTro
Bbina 3anylWeHa 30pAXEeHHas NPOrpamMmd, O TAKXEe MOBPeAMTb MM AAXKE YHMYTOXMWTb
ONepauMOHHYID CHCTeMy cO BCeMM dainamu B uenom. B GonbwuHcTee cnyuyaes

PACNPOCTPAHAIOTCA BUPYChl YEPEe3 MHTEPHET.

METDHBI 3ALMTEI OT BPpEe4OHOCHBIX NPOrpamm

MCI‘IDHHB}"E COBpemMeHHEIE ONEPALMOHHBIE CHCTEMEI, MMEIOLLIHME CEphEBHhIF‘I YPOBEHB
3AWMThl OT EPEA0OHOCHBIX NPOTPaMM.

MocrosHHO ycTanaenueak natyu (uudppoBbie 3aNNATKM ANS NPOrpaMMm) M Apyrue
o6HOBNEHMA CBOEM ONnepaurMoHHOM cucTembl. CKaYMBAM MX TONBKO € OGMUMANBHOrO
canta paspaboturka OC. Ecnu cywecTeyeT pexum aBTOMATHYECKOro OBHOBNEHMS,
BKNIOYM €ro.

Pabotam HQ CBOEM KomnelOTEDE nog NnpasamM nonek30BATENA, a He
aaoMHMHHUCTpAaTopd. 3To He nO3BOAMT sﬂﬂhLIJHHCI'B}I" BpeOOHOCHBIX MPOrpamm

HHCTANNMUPOBATLCH HO TEOEM NepCOHANBHOM KOMNEIOTERE.

Mcnonb3yit GHTMBMPYCHbIE MPOrPAOMMHbBIE NMPOAYKTbl M3BECTHBIX NPOW3BOAMTENEH, C
QBTOMATH4YECKMM o0bHoBneHWem bas.

OrpaHuyb ¢u3MYECKHH BOCTYN K KOMABIOTEPY AN NOCTOPOHHMUX NML,.
Mcnone3yi BHEWHWe HOCMTENH WHGOPMALMM, TOKME KaK ¢pnewka, gMck mnu ¢ann
M3 MHTEPHeTA, TONMbKO M3 NPOBEPEHHbIX MCTOYHMKOB.

He oTtkpbiBak komnbioTepHble ¢ainbl, NONYYEHHbIE W3 HEHAAEXHBIX MCTOYHWKOB.
Haxe Te ¢ainb, KoTopble npvcnan TBOM 3HAKOMBbIW. Jlyywe yTounu y Hero,
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oTNnpaenan N1 oH Tebe ux.
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KAK BE3ONACHO NOJ1Ib30OBATLCSA CETbIO WI-FI

O1a namaTka nomoxer Tebe besonacHo none3osaTtbes ceteio Wi-Fi.

Wi-Fi — 310 6ecnpoeoaHoi cnocob nepeaayM AGHHLIX, MCNONb3YIOWMA PAAMOCUIHANSI.
Wi-Fi — abbpeemarypa ot anrnuickoro cnosocoyetanma Wireless Fidelity, uto gocnoeno
nepesogmMTca Kak BecnpoeogHas TouHocTs. becnnathelt MHTEpHET-goCTYN B Kade, oTensax
M C3pONOPTAX HBNAETCS OTNMYHOW BO3MOXHOCTBIO Bbixoga B wuHTepHeT. Ho

obwenoctynHbie ceti Wi-Fi He aBnaloTca GesonacHeiMM.

CoseTbl N0 6e3onacHomy ucnonbsosaHnio Wi-Fi

He nepepaeai csoio nuuHyro wHbopmauuio vepes obwepoctynHsie cet Wi-Fi.
Pabotas B HMX, XenarensHO He BBOAMTE NAPONAM [AOCTYNA, NOTMHBI M KOKWME-TO
HOMepa.

Mcnone3yit v 0OHOBNAM QHTUBMPYCHBIE Nporpammsl M Bpangmayep. Tem cameim Tel
obezonacuwe cebs oT 3aKAYKKM BUPYCA HA TBOE YCTPOMCTBO.

Mpu wmcnonesoeaumm Wi-Fi otknioun dyHkumio «OBwmi pgoctyn k dainam M
npuntepam». [avHas &yHKUMS 3QKPLITA NO YMOMYAHMIO, OAHOKO HEKOTOpbIe
NONb30BATENH AKTUEMPYIOT ee Ana yaobcTea ucnons3oeaHus B pabore unu yuebe.

He wucnonesyit nybnuuneii WI-FI gna nepepauu nuuHbix AGHHBIX, Hanpumep Ans
BbIXOAO B COLMANBHBIE CETH MNM B 3NEKTPOHHYIO NOYTY.

Mnonbayi Tonbko zawmMuieHHoe coeauHeHue yepes HTTPS, a ve HTTP, To ectb npu
Habope eeb-anpeca eeoau MMeHHO «hitps://».

B mobunbHom TenedoHe otknouM dyHkumio «[lopgknioyenue k  Wi-Fi
aeTomatnyeckn». He ponyckai asToMaTHyeckoro NoAKNIOYEHMs YCTPOMCTBA K CETAM
Wi-Fi 6es Teoero cornacus.
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KAK SALLUTUTBCA OT KMBEPBYJUIJIUHIA

Ira namsaTka nomoxer Tebe 30WHTHTECH OT BUPTYQNbHBIX M30EBATENLCTE

KubepbynnuHr - npecnegoeBaHue CcOODWEHMAMM, COAEPXAWMMM oOcKopbneHus,

arpeccuo, 3dnyrdeaHqe; XynWMraHcTteo; couuaneHoe 6DEKDTHPDBUHHE C NOMOLWEBEHD

PO3NHMYHBIX MHTEPHET-CEPEMCOER.
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CoseTbl No 60pube c KnbepbynnuHrom

He 6pocaiica 8 bon. Jlyuwmn cnocob: nocosetoratees kak cebs sectn M, ecnu Het
TOro, K KOMYy MOXHO OOpaTuTbCcs, TO BHa4Mane ycnokowmTbca. Ecnu Tel HawHews
oTeeuaTe ockopbneHusmu Ha ockopbnewms, To Toneko ewe Honbwe pasoxKews

KOHGMKT.
Ynpaensai ceoer knbeppenyTaumen.

AHOHMMHOCTE B CETHM MHMMAQS. C}I"LI.I,EI:TB}"ICIT cnocobul BBEIACHHMTE, KTO CTOMT 304

OHOHMMHBIM QKKQYHTOM.

He cTtout Bectu xynuraHckuin o6pa3 BMpTYanbHOM XuW3HU. MHTepHeT dbukcupyerT Bce
TEOM AEHCTBMA U COXPAHAET UX. YaanuTe Mx ByaeT kpaiHe 3aTPYAHMTENEHO.

Cobniogan cBoM BUPTYQnbHYIO 4ecTk cMonogy.

MrHopupyn epuHmunbld Heratms. OpHopasoebie ockopburensHele coobuwieHus

ny4ywe HrHopHMpOoOBATL. O6biuHo arpeccHa NnpekpawaeTca Ha HOYQNBHOM CTAAMH.

Bane arpeccopa. B nporpammax obmeHa MrHOBEHHbIMM cOOBWEHMAMM, B
COLUMOnNbHBIX CETAX €CTh BO3MOXHOCTL BNOKMpOBKM OTNPOBKM cOOBLWEHMI ¢

onpegeneHHel X agpecos.

Teowu AEI:lCTEHSII, ecnd Thl CBMOETEND KHEEpﬁ}"ﬂﬂHHrﬂ: EBICTYNMTE NpPOTHE
npecnefqoeaTtens, nNOKA3dTe emy, 4YTO ero JJ,GECTB HA OUEHMBAQKOTCA HEMaTHEHO,
noanepxarte XEepTERY, I{DTOPOI:I HYXHQ MNCHXONOrM4eckas nomollb, coob WMTE

BE3pOChnbiMm O ¢EKTE arpeccHMeHOro NOBeOEeHWA B CETH.
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KAK 3ALLULLATL CBOIO
LUDPPOBYIO PENYTALIUIO

Ira namaTka nomoxer Tebe 3aWMTHTL CBOIO UMPPOBYIO PEnyTALMIO

Undporasa penyrauma — 310 HeraTMBHAs MNK NO3MTHBHAS MHGOpPMauMa B ceTh o Tebe.
Komnpometupyowas wHbOpMauMs, PaA3MELLEHHOS B MHTEPHETE, MOXET Cepbe3HbIM
obpaizom OTPa3WTbCd HA TBOEM peanbHOM XW3HW. Lludporas penyraums — 3to TeOM
UMMWAX, KOTOpbIH opmMHpyeTca 13 MHbopmauuu o Tebe B MHTepHeTe.

Teoe mecTo xuTenscTea, y4yebel, TBOe duHOHCOBOE NonoxeHne, ocobeHHOCTH xapakTepa
M pacckasbl 0 BAM3KMX — BCE 3TO HOKAMMMBAGTCA B CETH.

MHorue noapocTkM NerkombiCNeHHO OTHOCATCS K Nybnukauuu nuuHon mHpopMmaummu B
MHTEPHETe, HE MOHMMAN BO3MOXHbIX NOCNEACTBMM. Thl [OXE HE 3QAYMBIBAELULCA O TOM, 4TO
doTorpadms, pasmewerHas 5 net HA3aA, MOXET CTATb NPHYMHOM OTKA3A NPUHATE Tebs Ha
paborty.

KommeHTapuu, pasmewieHue Teoux ¢potorpaduii U Apyrie AeHCTBMS MOFYT HE MCYE3HYTh
AQxe Nocne TOro, KaK Tel MX YAGNMLWb. Tbl HE 3HOELWSb, KTO COXPAHMA 3TY MHopMaumio,
nonana N4 OHA B NOMCKOBbLIE CUCTEMbI M COXPAHMAACE M OHA, d FMABHOE: YTO NOAYMAIOT O
Tebe okpyxaiowee niogM, KOTopele HAMAYT M yBMAAT 31o. Hakti MHbopmaumio mHoro nert
cnycra cmoxet niwboi — kak M3 nobpeix NobyxXaeHWH, TOK U C HOMEPEHWEM NPHYMHWUTE

Bpea.

CoseTtbl No 3awmute uUNpPOBONA penyTaALMH
Monymai, npexae 4em 4to-To nybnukosaTte W nepepasate Yy ceba B Bnore mnu B
EDLI,HEIHHHGIT'I CeTH.
COAEpPXMMOro, COENAM ero TONbKO «ANA ApY3en».

He pasmewai W He ykaseiBaW MHbOpPMAUMIO, KOTOpas MOXeT Koro-nubo

2 B HacTpolkax npoduns yCTAHOBM OrpAHMYEHKMA HO NPOCMOTP TBOEro Npoduns U ero
@ ockopbnate unm obuxaTs.



